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Interface
Minor corrections in the response 
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1 Application Connector (See general AnyBus-S Parallel Design Guide)

2 Ethernet Connector
3 Configuration Switch
4 AnyBus Watchdog (See general AnyBus-S Parallel Design Guide)

5 Status Indicators
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� ����"

�	.
Green On The module has a link

Off The module does not sense a link

������ �


� ����"

�	.
Green On The module has a link

Off The module does not sense a link
Flashing The module is receiving/transmitting on ethernet

������ !��/���"# ����"

�	.
Green 1Hz IP address not set using configuration switch.

Red 1Hz Invalid MAC address. (Internal Error)
2Hz Failed to load Ethernet configuration from FLASH
4Hz Internal error. (Fatal)

ON Duplicate IP address detected

������ �


� ����"

�	.
Green On The module operates at 100Mbit

Off The module operates at 10Mbit
Red Telephone flash (2 

flashes on, long off)
Invalid MAC address.

Telephone flash (3 
flashes on, long off)

Failed to load Ethernet configuration from FLASH

Telephone flash (4 
flashes on, long off)

Internal error. (Fatal)

Telephone flash (5 
flashes on, long off)

Duplicate IP address detected

1 2

4 3
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� ��&&
�# %�	"��*
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Steady Off No power No power applied to the module.
Steady Green Device operational The module is operating correctly.

Flashing Green Standby The module has not been configured
Flashing Red Minor fault A minor recoverable fault has been detected
Steady Red Major fault A major internal error has been detected

Flashing Green/Red Self-test The module is performing a power on self test

�


� ��&&
�# %�	"��*
���
Steady Off No power or no IP 

address
The module has no power or no IP address has 
been assigned.

Steady Green Connected The module has at least one established EtherNet/
IP connection.

Flashing Green No connections There are no EtherNet/IP connections established 
to the module.

Flashing Red Connection timeout One or more of the connections in which this mod-
ule is the target has timed out. This state is only left 
if all timed out connections are re-established or if 
the module is reset.

Steady Red Duplicate IP The module has detected that its IP address is 
already in use.

Flashing Green/Red Self-test The module is performing a power on self test
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<html>
<head>
<title>AnyBus-S Ethernet</title>
</head>
<body>
<center><h3>Hello world!</h3>Amazing.</center>
</body>
</html>
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(Files in this derectory and its subdirectories

are protected from acces through the webserver)

(Files in this derectory and its subdirectories

are protected from acces through the webserver)

user

pswd

email

pswd

email

sys_pswd.cfg

ad_pswd.cfg

ethcfg.cfg

ip_accs.cfg

telwel.cfg

onoffln.cfg

email_1.cfg

email_10.cfg

.

.

.

.

.

.
email_1.cfg

email_10.cfg

(Admin defined email files)

RAM

(User defined email files)

(Passwords for Normal mode users)

Root directory for Normal users

Root directory for Admin users

(Passwords for Admin mode users)

(Network settings)

(IP addresses of  allowed clients)

http.cfg (Web server settings)

(Telnet welcome message)

(ON/OFF-line configuration)

ssi_str.cfg (SSI output strings)

(Files located in RAM disc)

(The RAM disc must be enabled using 'CREATE_RAM_DISC')
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[IP address]
10.10.12.212

[Subnet mask]
255.255.255.0

[Gateway address]
0.0.0.0

[DHCP/BOOTP]
OFF

[Speed]
Auto

[Duplex]
Auto

[SMTP address]
0.0.0.0

[SMTP username]
username

[SMTP password]
password

[DNS1 address]
0.0.0.0

[DNS2 address]
0.0.0.0

[Domain name]
hms.se

[Host name]
anybus
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[File path]
\user\eth_settings.cfg
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[Web]
[FTP]
[Telnet]
[Modbus/TCP]
[Ethernet/IP]
[All]
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[Web]
10.10.12.*
10.10.13.*
[FTP]
10.10.12.*
[Telnet]
10.10.12.*
[All]
*.*.*.*
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[File path]
\my_settings\ip_access_rights.cfg
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[ON/OFF-line trigger]
Modbus

[Timeout]
10

[Commands]
3, 16, 23
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[File path]
\my_settings\on-off-line_configuration.cfg
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[File path]
\user\config\http_configuration.cfg
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User1:password1
User2:password2
...
User3:password3
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User:Password
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User:Password

[AuthName]
(Message goes here)

�	����
��
�������	
���
�����
�$�����
�������$'�����

,��	���

��EU#
������	VF��
��	���
�������<����������$'�
���
����������������
����

�-������

[File path]
\user\pswd\my_passwords\web_pswd.cfg
\user\pswd\my_passwords\more_pswd.cfg

[AuthName]
(Message goes here)
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xxx.xxx.xxx.xxx

(Authname)
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[File path]
\my_settings\telnet_welcome_message.txt
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Address 10000000 00001010 00000010 00011110 is written as 128.10.2.30
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To make the IP address 128.10.2.30 belong to subnet 128.10.2, the subnet mask 
shall be set to 255.255.255.0.

Subnet Mask: 11111111 11111111 1111111 00000000 (255.255.255.0)
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IP address: 192.168.0.n
Subnet mask: 255.255.255.0
Gateway address: 0.0.0.0 (No gateway set)
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arp -s <IP address> <MAC address>
ping <IP address>
arp -d <IP address>
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PC - 10.10.12.67
Module- 10.10.12.x (Where x is a value between 1 and 254)
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General commands:

help - Help with menus
version - Display version information
exit - Exit station program

Also try ‘help [general|diagnostic|filesystem]’
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dir [path]
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del [[path][filename]]
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ren [[path][old name]] [[path][new name]]
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move [[source path][source file]] [[destination path]]
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copy [[source path][source file]] [[destination path][destination file]]
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mkfile [[path][filename]]
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append [[path][filename]] [“The line to append”]
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<?--#exec cmd_argument=’DisplayIP’-->
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<?--#exec cmd_argument=’DisplaySubnet’-->
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<?--#exec cmd_argument=’DisplayGateway’-->
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<?--#exec cmd_argument=’DisplayDNS1’-->
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<?--#exec cmd_argument=’DisplayDNS2’-->
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<?--#exec cmd_argument=’DisplayHostName’-->
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<?--#exec cmd_argument=’DisplayDomainName’-->

'������'�(������

�	
����
��
�
������
���	��	����� �5;�����
���
�$��������
��$����

��	��-�

<?--#exec cmd_argument=’DisplayDhcpState( "Output when ON", "Output when OFF" 
)’-->
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<?--#exec cmd_argument=’DisplayDhcpSupport( "Arg1", "Arg2" )’-->

'�������&���������

�	
����
��
�
������
���	�������
��'������"�������������������

��	��-�

<?--#exec cmd:argument=’DisplayEmailServer’-->
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<?--#exec cmd:argument=’DisplaySMTPUser’-->
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<?--#exec cmd:argument=’DisplaySMTPPswd’-->
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<?--#exec cmd_argument=’StoreEtnConfig’-->
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SetIp
SetSubnet
SetGateway
SetEmailServer
SetDhcpState - value "on" or "off"
SetDNS1
SetDNS2
SetHostName
SetDomainName
SetSMTPUser
SetSMTPPswd

.������
�������

Invalid IP address!
Invalid Subnet mask!
Invalid Gateway address!
Invalid IP address or Subnet mask!
Invalid Email Server IP address!
Invalid DHCP state!
Invalid DNS1!
Invalid DNS2!
Configuration stored correctly.
Failed to store configuration.
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<?--#exec cmd arbgument=’GetText( "ObjName", OutWriteString ( offset ), n )’-->
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Success - Write succeeded
Failure - Write failed
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<?--#exec cmd_argument=’printf("String to write", Arg1, Arg2, ..., ArgN)’-->
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d, i byte, short; decimal notation (For signed representation. Use signed argument)
o byte, short; octal notation (without a leading zero).

x, X byte, short; hexadecimal notation (without a leading 0x or 0X), using abcdef for 0x or ABCDEF 
for 0X.

u byte, short; decimal notation.
c byte, short;single character, after conversion to unsigned char.
s char*; characters from the string are printed until a "\0" is reached or until the number of char-

acters indicated by the precision have been printed
f float; decimal notation of the form [-]mmm.ddd, where the number of d’s is specified by the pre-

cision. The default precision is 6; a precision of 0 suppresses the decimal point.
e, E float; decimal notation of the form [-]m.dddddd e+-xx or[-]m.ddddddE+-xx, where the number of 

d’s specified by the precision. The default precision is 6; a precision of 0 suppresses the deci-
mal point.

g, G float; %e or %E is used if the exponent is less than -4 or greater than or equal to the precision; 
otherwise %f is used. Trailing zeros and trailing decimal point are not printed.

% no argument is converted; print a %

��6�&��
 %�	"��*
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InReadSByte(������) Reads a signed byte from position ������ in the IN area
InReadUByte(������) Reads an unsigned byte from position ������ in the IN area
InReadSWord(������) Reads a signed word (short) from position ������ in the IN area

InReadUWord(������) Reads an unsigned word (short) from position ������ in the IN area
InReadSLong(������) Reads a signed longword (long) from position ������ in the IN area
InReadULong(������) Reads an unsigned longword (long) from position ������ in the IN area

InReadString(������) Reads a string (char*) from position ������ in the IN area
InReadFloat(������) Reads a floating point (float) value from position ������ in the IN area
OutReadSByte(������) Reads a signed byte from position ������ in the OUT area

OutReadUByte(������) Reads an unsigned byte from position ������ in the OUT area
OutReadSWord(������) Reads a signed word (short) from position ������ in the OUT area
OutReadUWord(������) Reads an unsigned word (short) from position ������ in the OUT area

OutReadSLong(������) Reads a signed longword (long) from position ������ in the OUT area
OutReadULong(������) Reads an unsigned longword (long) from position ������ in the OUT area
OutReadString(������) Reads a NULL terminated string (char*) from position ������ in the OUT area

OutReadFloat(������) Reads a floating point (float) value from position ������ in the OUT area
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<?--#exec cmd_argument=’scanf( "ObjName", "format", Arg1, ..., ArgN), ErrVal1, 
..., ErrvalN’-->
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Write succeeded
Write failed
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d Decimal number; byte, short
i Number, byte, short. The number may be in octal (leading 0(zero)) or hexadecimal (leading 0x 

or 0X)
o Octal number (with or without leading zero); byte, short
u Unsinged decimal number; unsigned byte, unsigned short

x Hexadecimal number (with or without leading 0x or 0X); byte, short
c Characters; char*. The next input characters (default 1) are placed at the indicated spot. The 

normal skip over white space is suppressed; to read the next non-white space character, use 
%1s.

s Character string (not quoted); char*, pointing to an array of characters large enough for the 
string and a terminating "\0" that will be added.

e, f, g Floating-point number with optional sign, optional decimal point and optional exponent; float*
% Liteal %; no assignment is made.

��6�&��
 %�	"��*
���
OutWriteByte(������) Writes a byte to position ������ in the OUT area
OutWriteWord(������) Writes a word (short) to position ������ in the OUT area

OutWriteLong(������) Writes a long to position ������ in the OUT area
OutWriteString(������) Writes a string to position ������ in the OUT area
OutWriteFloat(offset) Writes a floating point (float) value to position ������ in the OUT area
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<?--#exec cmd_argument=’IncludeFile( "File name" )’-->
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Success - <File content>
Failure - Failed to open <filename>
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<?--#exec cmd_argument=’SaveToFile( "File name", 
"Separator",[Append|Overwrite] )’-->
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Success - Form saved to file
Failure - Failed to save form

#���

������
�
��$�����	�
,

,��	����������""��������<�����*�*�A 	�
,

,�""��������C�

 ���1��1	��%	������

�	����
���������	��������	�
,

,��	������������

,�������""����
��
�
�?

��  	�
,

,�""������������������$'������

,����
����������[R��
D������,[���
��



,��	������������

,��
��������""����
��
�
��

��	���'����

�� ��������'��	�
,

,��	��""���������$'�����

,��	��""����
��
�
�["�
%�����IJ[�

��%	/�����	�����1	����

����	���
���[R��
D������,[�
�����
��

��	���
����'������
���	���
���
����������'�������

,�����	������
�
���
�
�
$����<��	��""����
��
�
���
��������	������������

,������
�
���

��	
���
���

����������	�������������

,��



Server Side Include (SSI) Functionality   3�4

�	���
�����	����	�����	��������

,�������?

[StoreEtnConfig]
Success: "String to use on success"
Invalid IP: "String to use when the IP address is invalid"
Invalid Subnet: "String to use when the Subnet mask is invalid"
Invalid Gateway: "String to use when the Gateway address is invalid"
Invalid Email server: "String to use when the SMTP address is invalid"
Invalid IP or Subnet: "String to use when the IP address and Subnet mask does 
not match"
Invalid DNS1: "String to use when the primary DNS cannot be found"
Invalid DNS2: "String to use when the secondary DNS cannot be found"
Save Error: "String to use when storage fails"
Invalid DHCP state: "String to use when the DHCP state is invalid"

[scanf]
Success: "String to use on success"
Failure: "String to use on failure"

[IncludeFile]
Failure: "String to use when failure" To include filename %s can be included 
to the string once

[SaveToFile]
Success: "String to use on success"
Failure: "String to use on failure" To include filename %s can be included to 
the string once

[GetText]
Success: "String to use on success"
Failure: "String to use on failure"
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[File path]
\user\ssi_strings.cfg
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<?--#exec cmd_argument=’SsiOutput( "Success string", "Failure string" )’-->
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<?--#exec cmd_argument=’SsiOutput ( "Parameter1 updated", "Error" )’-->
<?--#exec cmd_argument="scanf( "Parameter1", "%d", OutWriteByte(0) )’-->
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\index.htm - Points to the contents of config.htm
\config.htm - Configuration frame page
\configform.htm - Configuration form page
\configform2.htm - Configuration form page
\store.htm - Configuration store page
\logo.jpg - HMS logo
\configuration.gif - Configuration picture
\boarder.bg.gif - picture
\boarder_m_bg.gif - picture
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[FileTypes]
FileType1:ContentType1
FileType2:ContentType2
...
FileTypeN:ContentTypeN

[SSIFileTypes]
FileType1
FileType2
...
FileTypeN
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[FileTypes]
tif:image/tiff
tiff:image/tiff
doc:application/msword
avi:video/x-msvideo

[SSIFileTypes]
htm
html
xml
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text/html *.htm; *.html; *.shtm
image/gif *.gif

image/jpeg *.jpeg; *.jpg; *.jpe
image/x-png *.png
application/x-javascript *.js

text/plain *.bat; *.txt; *.c; *.h; *.cpp
application/x-zip-compressed *.zip
application/octet-stream *.exe; *.com

text/vnd.wap.wml *.wml
application/vnd.wap.wmlc *.wmlc
image/vnd.wap.wbmp *.wbmp

text/vnd.wap.wmlscript *.wmls
application/vnd.wap.wmlscript *.wmlsc
text/xml *.xml

application/pdf *.pdf
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[Register]
Area, Offset, Type

[Register match]
Match Value, Mask, Match operand

[To]
Recipient(s)

[From]
Sender

[Subject]
Subject line

[Headers]
Extra Headers

[Message]
Message body

�
�
&�
�� %�	"��*
���
Area Source area in DPRAM. Possible values are ‘IN’ or ‘OUT’

Offset Source offset in DPRAM, shall be written in decimal or hexadecimal.
Type Source data type. Possible values are ‘byte’, ‘word’, and ‘long’
Match Value Value to compare with the source data. Shall be written in decimal or hexadecimal.

Mask The module performs a logical ‘and’ on the source data and this Mask before the value is 
compared with the Match Value. The value shall be written in decimal or hexadecimal.

Match Operand Specifies how the data shall be compared with the Match Value. Possible values: ‘<‘, ‘=’, ‘>’
Recipient(s) Destination email addresses, semicolon separated
Sender Sender email address

Subject line Email subject (One line only)
Extra Headers Optional. May be useful for advanced users when for example sending HTML emails etc.
Message Body The actual email message.
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[Register]
IN, 0x0003, byte

[Register match]
0x20, 0x7F, >

[To]
support@hms-networks.com

[From]
AnyBus@hms-networks.com

[Subject]
Status

[Message]
All data correct.
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(lsb) (msb) (lsb) (msb) (lsb) (msb) (See below)

Transaction
identifier

Protocol
Identifier

Length
Field

Modbus
Subframe

Address
Function 

Code
Data

!��"
�������� !��"
�����
&� ��
		 �88�"
	����
 �����		��6�&�
���
1 Read coils 1 IN/OUT Bit
2 Read Input discretes 1 IN/OUT Bit

3 Read multiple registers 0 IN/OUT Word
4 Read input registers 1 IN/OUT Word
5 Write coil 1 OUT Bit

6 Write single register 1 OUT Word
7 Read exception status 1 - -
15 Force multiple coils 2 OUT Bit

16 Force multiple registers 0 OUT Word
22 Mask write register 2 OUT Word
23 Read/Write registers 2 IN/OUT Word
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000h 0000h 0001h 0002h 0003h 0004h 0005h 0006h 0007h 0008h 0009h 000Ah 000Bh 000Ch 000Dh 000Eh 000Fh

001h 0010h 0011h 0012h 0013h 0014h 0015h 0016h 0017h 0018h 0019h 001Ah 001Bh 001Ch 001Dh 001Eh 001Fh

... ... ... ... ... ... ... ... ... ... ... ... ... ... ... ... ...

3FFh 3FF0h 3FF1h 3FF2h 3FF3h 3FF4h 3FF5h 3FF6h 3FF7h 3FF8h 3FF9h 3FFAh 3FFBh 3FFCh 3FFDh 3FFEh 3FFFh

����: ��
�
����		
400h 4000h 4001h 4002h 4003h 4004h 4005h 4006h 4007h 4008h 4009h 400Ah 400Bh 400Ch 400Dh 400Eh 400Fh

401h 4010h 4011h 4012h 4013h 4014h 4015h 4016h 4017h 4018h 4019h 401Ah 401Bh 401Ch 401Dh 401Eh 401Fh

... ... ... ... ... ... ... ... ... ... ... ... ... ... ... ... ...

7FFh 7FF0h 7FF1h 7FF2h 7FF3h 7FF4h 7FF5h 7FF6h 7FF7h 7FF8h 7FF9h 7FFAh 7FFBh 7FFCh 7FFDh 7FFEh 7FFFh

���� �
&� %�	"��*
���
01 Illegal function The module does not support the function code in the query

02 Illegal data address The data address received in the query is outside the initialized memory area
03 Illegal data value The data in the request is illegal
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, �""�		 �
&� �#*� $
��� %�	"��*
���
1 Get Revision UINT 0001h Revision 1

, �""�		 �
&� �#*� $
��� %�	"��*
���
1 Get Vendor ID UINT Default: 005Ah HMS Industrial Networks ABa

a. Can be customized using mailbox commands, see 12-27 “EtherNet/IP Specific Commands”.

2 Get Device Type UINT Default: 000Ch Communication Adaptera

3 Get Product Code UINT Default: 000Eh AnyBus-S Etherneta

4 Get Revision Struct of: -
USINT Major fieldbus versiona

USINT Minor fieldbus versiona

5 Get Status WORD - Device status, see table below
6 Get Serial Number UDINT Module serial number Serial number of the module

7 Get Product Name SHORT_STRING AnyBus-S EtherNet/IP Name of producta

��
;	< �
&� %�	"��*
��� $
��� ��
���6
0 Module Owned - 0000b Unknown
1 (reserved) - 0010b Faulted I/O Connection

2 Configured - 0011b No I/O connection established
3 (reserved) - 0100b Non volatile configuration bad
4 - 7 Extended Device Status (See table on the right) 0110b Connection in Run mode

8 Minor recoverable fault - 0111b Connection in Idle mode
9 Minor recoverable fault -
10 Major recoverable fault -

11 Major unrecoverable fault -
12 - 15 (reserved) -
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, �""�		 �
&� �#*� $
��� %�	"��*
���
1 Get Revision UINT 0002h Revision 2

2 Get Max Instance UINT - The highest initiated instance no.

, �""�		 �
&� �#*� $
��� %�	"��*
���
3 Get Data Array of BYTE - Data produced by AnyBus

, �""�		 �
&� �#*� $
��� %�	"��*
���
3 Set Data Array of BYTE - Data consumed by AnyBusa

a. Rockwell Automation PLCs have the first four bytes consumed by a device defined as status information. This 
status information is not defined in the EtherNet/IP specification, it is a Rockwell Automation implementation. 
Since all known PLCs have this implementation, the module strips off the first four bytes in the consumed 
data by default. However, this behaviour can be changed using the Copy I/O Status mailbox command, see 
12-53 “Copy I/O Status (COPY_IO_STATUS)”.
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1 Get Data UINT 0001h Revision 1
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&� �#*� $
��� %�	"��*
���
1 Get Data Array of USINT - Mapped I/O data

2 Get Data Array of USINT - Mapped I/O data
3 Get Data Array of USINT - Mapped I/O data
4 Get Data Array of USINT - Mapped I/O data

5 Get Data Array of USINT - Mapped I/O data
6 Get Data Array of USINT - Mapped I/O data
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1 Get Data UINT 0001h Revision 1

, �""�		 �
&� �#*� $
��� %�	"��*
���
1 Get/Set Data Array of USINT - Mapped I/O data

2 Get/Set Data Array of USINT - Mapped I/O data
3 Get/Set Data Array of USINT - Mapped I/O data
4 Get/Set Data Array of USINT - Mapped I/O data

5 Get/Set Data Array of USINT - Mapped I/O data
6 Get/Set Data Array of USINT - Mapped I/O data



Ethernet/IP   ++�3

'��1�����(	/�A�(�>	 ����	

�

�����(��

 ���������
���? /���-���
$����-��

�
���
�������
���? /���-���
$����"

,��

'��(�������

�	
����
��������
�
���$7��������
�����
�,
���
��

������
�
�������	���������

 ����	
���������

%�����(�	
���������>	%�����(�	?��

, �""�		 �
&� �#*� $
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1 Get Revision UINT 0001h Revision 1

, �""�		 �
&� �#*� %�	"��*
���
01h Get Module serial number UDINT Serial number

02h Get Vendor ID UINT Manufacturer Vendor ID
03h Get Fieldbus Type UINT Fieldbus Type
04h Get Module Software version UINT Module software version

05h Get Interrupt Count UINT Counter incremented each handshake interrupt
06h Get Watchdog counter in UINT (reserved, not implemented)
07h Get Watchdog counter out UINT Counter incremented every 1ms

09h Get LED Struct of: LED Indication:
USINT Top left
USINT Top right

USINT Bottom left
USINT Bottom right
USINT (reserved)

USINT (reserved)
0Ah Get Module Type UINT Module Type
0Bh Get Module Status WORD Bit information (freeze, clear etc.)

0Ch Get New data field LWORD Array of new data flags for 8 bytes area
0Dh Get Interrupt Cause WORD Interrupt Cause register
0Eh Get Interrupt Notification WORD Interrupt Notification register

0Fh Get IN cyclic I/O length UINT Size of I/O Input area (in bytes)
10h Get IN DPRAM length UINT Number of valid IN bytes in DPRAM
11h Get IN total length UINT Total number of IN bytes supported

12h Get OUT cyclic I/O length UINT Size of I/O Output area (in bytes)
13h Get OUT DPRAM length UINT Number of valid OUT bytes in DPRAM
14h Get OUT total length UINT Total number of OUT bytes supported

18h Get MAC ID Array of USINT Ethernet MAC ID of the module (6 bytes)
19h Get IP Address UDINT Currently configured IP address
1Ah Get Subnet mask UDINT Currently configured subnet mask

1Bh Get Gateway address UDINT Currently configured gateway address
1Ch Get SMTP server address UDINT SMTP server address
1Dh Get DHCP state UDINT 0=No DHCP, 1=DHCP available

1Eh Get Bootloader version UDINT Bootloader firmware version
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1Fh Get Application interface version UINT Application interface software version
20h Get Fieldbus software version UINT Fieldbus interface software version

, �""�		 �
&� �#*� $
��� %�	"��*
���
1 Get Revision UINT 0001h Revision 1

, �""�		 �
&� �#*� %�	"��*
���
01h Get Data Array of USINT Mapped data
02h Get Data Array of USINT Mapped data

... ... ... ... ...
32h Get Data Array of USINT Mapped data
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&� �#*� %�	"��*
���
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, �""�		 �
&� �#*� $
��� %�	"��*
���
1 Get Revision UINT 0001h Revision 1

, �""�		 �
&� �#*� %�	"��*
���
01h Get/Set Data Array of USINT Mapped data

02h Get/Set Data Array of USINT Mapped data
... ... ... ... ...
32h Get/Set Data Array of USINT Mapped data
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��� %�	"��*
���
1 Get Revision UINT 0001h Revision 1

2 Get Max Instance UINT 0002h 2 is the highest instance number (Default)
3 Get No. of instances UINT 0001h 1 instance is implemented (Default)
8 Get Entry Port UINT 0002h Returns the instance of the Port object that 

describes the port.
9 Get All Ports Array of STRUCT

{UINT; UINT;}
0000h 0000h
0000h 0000h
0004h 0002h

Array of structure containing attributes 1 and 
2 from each instance. Instance 1 is at byte 
offset 4. Instance 2 is at byte offset 8, etc. 
The 4 bytes at offset 0 shall be 0. (Default)

, �""�		 �
&� �#*� $
��� %�	"��*
���
1 Get Port Type UINT 0004h 4 = TCP/IP
2 Get Port Number UINT 0002h Port 2
3 Get Port Object Struct of: -

Path Size UINT 0002h Path Size
Path Padded EPATH 20 F5 24 01h TCP class, Instance 1

4 Get Port Name SHORT_STIRNG ‘TCP/IP’ Name of port

8 Get Node Address Padded EPATH - EPATH describing our TCP/IP address



Ethernet/IP   ++�++

� .@%.	%������(�	/�A�(�>	 ����	�7�

�����(��

 ���������
���? /���-���
$����-��
/���-���
$����"

,��

�
���
�������
���? /���-���
$����-��
/���-���
$����"

,��
"���-���
$����"

,��

'��(�������

�	
���$7��������
�����	�������	�

��������
�
,�����	��� �5�������

,���
��3�	��.��5����.�����	���
��
�

,�����	
���$7�����
�����������	������

,���������

��	����
�
,����
�
��
���E��	��,���,F�

 ����	
���������

%�����(�	
���������

, �""�		 �
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1 Get Revision UINT 0001h Revision 1

2 Get Max Instance UINT 0001h 1 is the highest instance number
3 Get No. of instances UINT 0001h 1 instance is implemented

, �""�		 �
&� �#*� $
��� %�	"��*
���
1 Get Status DWORD 00000001h 1 = The interface configuration attribute con-

tains a valid configuration
2 Get Configuration 

Capability
DWORD 00000014h Interface configuration attribute is settable. 

Capable of obtaining network configuration 
via DHCP.

3 Get/Set Configuration 
Control

DWORD - 0 - Configuration from non-volatile memory
2 - Configuration from DHCP

4 Get Port Object Struct of: Physical link -> Ethernet object
Path Size UINT 0002h 2 words

Path Padded EPATH 20 F6 24 01h Ethernet Class, Instance 1
5 Get/Set Interface Con-

figuration
Struct of: -

IP Address UDINT - Currently used IP address
Subnet Mask UDINT - Currently used Subnet mask

Gateway 
Address

UDINT - Currently used Gateway Address

Name Server 1 UDINT - Primary DNS server
Name Server 2 UDINT - Secondary DNS server
Domain Name STRING - Default domain name

6 Get/Set Host Name STRING - Host name
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1 Get Revision UINT 0001h Revision 1
2 Get Max Instance UINT 0001h 1 is the highest instance number
3 Get No. of instances UINT 0001h 1 instance is implemented

, �""�		 �
&� �#*� $
��� %�	"��*
���
1 Get Interface Speed UDINT 10 or 100 (MBPS) The actual speed of the module

2 Get Interface Flags DWORD - -
3 Get Physical Address Array of 6 USINTS MAC address Ethernet MAC address of the module
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0001h Invalid IP-address or Subnet mask

0002h Invalid socket type
0003h No free socket
0004h Invalid socket

0005h Not connected
0006h Command failed
0007h Invalid data size

0008h Invalid fragment type
0009h Fragment error
000Ah Invalid timeout time

000Bh Can’t send more
000Ch Failed to open file or file not found
000Dh Invalid file descriptor

000Eh Invalid open method
000Fh No email server configured
0010h Command aborted

0011h Too many registered objects
0012h Object already registered

0013h Deregistering invalid object
0015h Unsupported Command
0016h Failed to send UCMM command

0017h No timeout
0018h Invalid port number
0019h Duplicate port number

001Ah EPATH too big
001Bh Mapping Failed
001Ch Reset notification type unsupported

001Dh Too many open files
001Eh Failed to create directory
001Fh Failed to delete directory

0020h Failed to rename file
0021h Failed to move file
0022h Failed to copy file

0023h Too many open directories
0024h Failed to open directory or directory not found
0025h Failed to resolve hostname with DNS

0026h Timed out resolving hostname with DNS
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Set Ethernet Configuration
(SET_ETN_CONFIG)

Set network settings 12-3

Read Ethernet Configuration
(READ_ENT_CONFIG)

Get the currently used network settings 12-4

Get MAC Address
(GET_MAC_ADDR)

Get the ethernet MAC address of the module 12-5

Connection Timeout
(CONNECTION_TIMEOUT)

Set the connection timeout value 12-6

Set Host and Domain
(SET_HOST_DOMAIN)

Set host and default domain names 12-7

Get Host and Domain
(GET_HOST_DOMAIN)

Returns the currently used host and domain 12-8

Disable / Enable ARP Config
(ARP_CFG_CONTROL)

Disables/enables ARP support 12-9

Disable / Enable HICP
(HICP_CFG_CONTROL)

Disables/enables HICP support 12-10

Disable DHCP
(DISABLE_DHCP)

Disable DHCP support 12-11
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Command initiator Application

Command number 0001h
Fragmented No
Extended Header data -

Message data Contains IP address, Subnet mask, and Gateway address.
Response message The response indicates if the command was accepted. The response data is 

a copy of the command data.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0001h 0001h 
�������������
%


�	�=� 000Ch 000Ch ���
��������	������� �!	�"

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
��		
6���


�����+ IP address (high) IP address (high)
��		
6���


������ IP address (low) IP address (low)

��		
6���


�����- Subnet mask (high) Subnet mask (high)
��		
6���


�����0 Subnet mask (low) Subnet mask (low)
��		
6���


�����1 Gateway address (high) Gateway address (high)

��		
6���


�����2 Gateway address (low) Gateway address (low)
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Command initiator Application

Command number 0002h
Fragmented No
Extended Header data -

Message data -
Response message The response indicate if the command was accepted. The response data 

shows the used Ethernet settings.
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6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0002h 0002h #�$%�����������
%


�	�=� 0000h 000Ch ���
��������	������� �!	�"

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 -
IP address (high) (�	*��	���


�����+
IP address (low) (�	*��	���


������

Subnet mask (high) (�	*��	���


�����-
Subnet mask (low) (�	*��	���


�����0

Gateway address (high) (�	*��	���


�����1
Gateway address (low) (�	*��	���


�����2
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Command initiator Application

Command number 0010h
Fragmented No
Extended Header data -

Message data -
Response message MAC Address of the module, 6 bytes

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0010h 0010h �����$��$%%#
%


�	�=� 0000h 0006h ��
��������	�����&� �!	�"

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

MAC Address (high) (�	*��	���


�����+
MAC Address (mid) (�	*��	���


������
MAC Address (low) (�	*��	���


�����-
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Command initiator Application

Command number 0003h
Fragmented No
Extended Header data -

Message data Contains the timeout value
Response message The response indicates if the command was accepted. The response data is 

a copy of the command data.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0003h 0003h �������������'�
%


�	�=� 0001h 0001h ��	����
���

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
��		
6���


�#
��+ Timeout value Timeout value
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Command initiator Application

Command number 0032h
Fragmented No
Extended Header data -

Message data Hostname and Domain name, NULL terminated
Response message The response indicates if the command was accepted. The response data is 

a copy of the command data.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0032h 0032h 
���(�
��%��$��
%


�	�=� (size) (size)

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information

��		
6���



Host name + NULL Host name + NULL

Domain name + NULL Domain name + NULL
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Command initiator Application

Command number 0034h
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the command was accepted. The response con-

tains the host name and domain name as NULL terminated strings.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0034h 0034h ����(�
��%��$��
%


�	�=� 0000h (size)

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - -
Host name + NULL

(�	*��	���



Domain name + NULL
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Command initiator Application

Command number 0014h
Fragmented No
Extended Header data -

Message data 0: Disable ARP, 1: Enable ARP
Response message The response indicates if the command was accepted. The response data is 

a copy of the command data.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
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�� 0014h 0014h $#)���������#�*
%


�	�=� 0001h 0001h ��	����
���

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
��		
6���


�#
� Config Value Config Value
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Command initiator Application

Command number 0013h
Fragmented No
Extended Header data -

Message data 0: Disable HICP, 1: Enable HICP
Response message The response indicates if the command was accepted. The response data is 

a copy of the command data.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0013h 0013h (��)���������#�*
%


�	�=� 0001h 0001h ��	����
���

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
��		
6���


�#
� Config Value Config Value
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Command initiator Application

Command number 0015h
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0015h 0015h %�
$+*��%(�)
%


�	�=� 0000h 0000h ��	����
���

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information
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Set DNS Server Settings
(SET_DNS_SERVERS)

Specifies the addresses of the DNS servers
12-13

Get DNS Server Settings
(GET_DNS_SERVERS)

Returns the configured DNS server settings
12-14

Set SMTP Server
(SET_SMTP_SERVER)

Configures the SMTP server IP address
12-15

Set SMTP Server by Name
(SET_SMPT_SERVER_NAME)

Configures the SMTP server address
12-16

Get SMTP Server
(GET_SMTP_SERVER)

Returns the currently used SMTP server IP address
12-17

Disable Web Server
(DISABLE_WEB_SERVER)

This command disables the onboard web server
12-18

Enable Web Server
(ENABLE_WEB_SERVER)

This command enabless the onboard wen server
12-19

Disable FTP Server
(DISABLE_FTP_SERVER)

This command disables the onboard FTP server
12-20

Disable Telnet Server
(DISABLE_TELNET_SERVER)

This command disables the onboard telnet server
12-21
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Command initiator Application

Command number 0031h
Fragmented No
Extended Header data -

Message data Primary and secondary DNS server address
Response message The response indicates if the command was accepted. The response data is 

a copy of the command data.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0031h 0031h 
���%�
�
�#,�#

%


�	�=� 0008h 0008h -�
��������	�����.� �!	�"

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
��		
6���


�����+ primary DNS address (hi) primary DNS address (hi)
��		
6���


������ primary DNS address (lo) primary DNS address (lo)

��		
6���


�����- secondary DNS address(hi) secondary DNS address (hi)
��		
6���


�����0 secondary DNS address (lo) secondary DNS address (lo)
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Command initiator Application

Command number 0033h
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the command was accepted. The response data 

contains the addresses of the primary and secondary DNS servers.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0033h 0033h ����%�
�
�#,�#

%


�	�=� 0000h 0008h -�
��������	�����.� �!	�"

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
primary DNS address (hi) (�	*��	���


�����+
primary DNS address (lo) (�	*��	���


������

secondary DNS address (hi) (�	*��	���


�����-
secondary DNS address (lo) (�	*��	���


�����0
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Command initiator Application

Command number 000Eh
Fragmented No
Extended Header data -

Message data Contains SMTP server’s IP address.
Response message The response indicate if the command was accepted. The response is a 

copy of the command data.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 000Eh 000Eh 
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%


�	�=� 0004h 0004h .�
��������	������� �!	�"

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
��		
6���


�����+ SMTP IP address (high) SMTP IP address (high)
��		
6���


������ SMTP IP address (low) SMTP IP address (low)
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Command initiator Application

Command number 0016h
Fragmented No
Extended Header data -

Message data String containing the SMTP server address.
Response message The response indicate if the command was accepted. The response data is a 

copy of the command data.
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��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0016h 0016h 
���
��)�
�#,�#��$��
%


�	�=� (size) (size)

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information

��		
6��%



SMTP server name, NULL 

terminated
SMTP server name, NULL 

terminated
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Command initiator Application

Command number 000Fh
Fragmented No
Extended Header data -

Message data -
Response message Contains SMTP server’s IP address
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�	�=� 0000h 0004h .�
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!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

SMTP IP address (high) (�	*��	���


�����+
SMTP IP address (low) (�	*��	���


������
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Command initiator Application

Command number 0004h
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0004h 0004h %�
$+*��/�+�
�#,�#
%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - -
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Command initiator Application

Command number 0005h
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0005h 0005h ��$+*��/�+�
�#,�#
%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - -
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Command initiator Application

Command number 0006h
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0006h 0006h %�
$+*����)�
�#,�#
%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - -
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Command initiator Application

Command number 0008h
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0008h 0008h %�
$+*����*����
�#,�#
%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - -
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Modbus Connection Timeout
(MB_CONN_TIMEOUT)

Set the timeout value for Modbus/TCP connections
12-23

Disable Modbus/TCP Server
(DISABLE_MB_TCP)

Disables the Modbus/TCP server
12-24

Modbus ON/OFF Line Configuration
(MB_ON_OFF_LINE_CONFIG)

Configures the Modbus ON/OFF line setting
12-25

Write Exception Status
(WR_EXP_STAT)

Defines the response to the Modbus command ‘Read Exception 
Status’

12-26
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Command initiator Application

Command number 0020h
Fragmented No
Extended Header data -

Message data Contains the timeout value for the Modbus/TCP connections.
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0020h 0020h �+�����������'�
%


�	�=� 0002h 0002h ��
�������� �!	"

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - -

��		
6���


������+ Timeout value Timeout value
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Command initiator Application

Command number 0021h
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0021h 0021h %�
$+*���+���)
%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - -
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Command initiator Application

Command number 0023h
Fragmented No
Extended Header data Time out value. A value of 1 equals 100ms.

A value of 0 configures the ON/OFF line functionality to be triggered by the 
Link Status.

Message data List of triggering modbus commands. Data size = 0 = trigger for all com-
mands. The trigger list can be a maximum of 11 bytes long.

Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0023h 0023h �+��������*����������
%


�	�=� (size) (size) '��������
����

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ Timeout value -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


�#
��+ Trigger command 1 Trigger command 1

��		
6���


�#
��� Trigger command 2 Trigger command 2
::: ... ...

��		
6���


�#
��?@++ Trigger command <=11 Trigger command <=11
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Command initiator Application

Command number 0022h
Fragmented No
Extended Header data -

Message data Exception status byte
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0022h 0022h /#��0)�
�$�
%


�	�=� 0001h 0001h ��	����
���

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h

>88	�
���� 0000h 0000h
�7
�����������+ - -
�7
������������ - -

�7
�����������- - -
�7
�����������0 - -
�7
�����������1 - -

�7
�����������2 - -
�7
�����������3 - -
�7
�����������4 - -

��		
6���


��#
��+ Exception status byte Exception status byte
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Set product info all
(PRODUCT_INFO_ALL)

Changes all default EtherNet/IP specific product info into customer 
specific.

12-28

Set product info
(SET_PRODUCT_INFO)

Sets the EtherNet/IP specific product info 12-29

Set product code
(SET_PRODUCT_CODE)

Changes the default product code into a customer specific 12-30

Parameter data input mapping
(PARAMETER_INPUT_MAP)

Maps parameter input data into the parameter input object 12-31

Parameter data output mapping
(PARAMETER_OUTPUT_MAP)

Maps parameter output data into the parameter input object 12-33

I/O data input area mapping
(I/O_INPUT_MAP)

Maps I/O input data in the DPRAM into the assembly object 12-35

I/O data output area mapping
(I/O_OUTPUT_MAP)

Maps I/O output data in the DPRAM into the assembly object 12-37

Send UCMM
(SEND_UCMM)

Sends an unconnected message to another EthernNet/IP module 12-39

UCMM request
(UCMM_REQUEST)

Generated by the module when an UCMM request is addressed to a 
user-registered object

12-41

Register class
(REGISTER_CLASS)

Registers an EtherNet/IP object in the message router object 12-42

Deregister class
(DEREGISTER_CLASS)

Deregisters a class that is already registered within the message 
router

12-43

Enable routing
(ENABLE_ROUTING)

Enables the routing and bridging functionality 12-44

Register port
(REGISTER_PORT)

Registers a port in the port object 12-45

Route Unconnected Send
(ROUTE_REQUEST)

Generated by the module when it receives an unconnected send 
message.

12-48

Enable Reset Notification
(ENABLE_ID_RESET_NOTIFY)

Enables Identity Object reset notification 12-50

Reset Notification
(ID_RESET_NOTIFY)

Reset notification 12-51

Get Reset Parameter
(GET_ID_RESET_PARAM)

Get reset parameter 12-52

Copy I/O Status
(COPY_IO_STATUS)

Copy I/O Status bytes 12-53

Disable EtherNet/IP
(DISABLE_ETHERNET_IP)

Disables the EtherNet/IP protocol support 12-54
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Command initiator Application

Command number 0089h
Fragmented No
Extended Header data -

Message data
Vendor ID, Device type, Product code, Major revision, Minor revision, Name 
length, Name (ascii values)

Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0089h 0089h )#�%'��������$**
%


�	�=� (size) (size) ��������	������1�

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
��		
6���


��#
��+ Vendor ID (high byte) Vendor ID (high byte) ,�2	�!��%
��		
6���


��#
��� Vendor ID (low byte) Vendor ID (low byte)

��		
6���


��#
��- Device type (high byte) Device type (high byte) %�3��������
��		
6���


��#
��0 Device type (low byte) Device type (low byte)
��		
6���


��#
��1 Product code (high byte) Product code (high byte) )!�	������	�
��		
6���


��#
��2 Product code (low byte) Product code (low byte)
��		
6���


��#
��4 Major revision Major revision ��4�!�!�3����2
��		
6���


��#
��5 Minor revision Minor revision ��2�!�!�3����2
��		
6���


��#
��+9 Product name length Product name length *�2��5�����!�	6�2�7�
��		
6���


��#
��++ Product name 1st character Product name 1st character )!�	����2�7�������5�!����!

::: ... ... 666
��		
6���


��#
��� Product name last character Product name last character *�����5�!����!
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Command initiator Application

Command number 0082h
Fragmented No
Extended Header data -

Message data Vendor ID, Product code, Name length, Name
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0082h 0082h 
���)#�%'�������
%


�	�=� (size) (size)

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - -

��		
6���


��#
��+ Vendor ID (high byte) Vendor ID (high byte) ,�2	�!��%
��		
6���


��#
��� Vendor ID (low byte) Vendor ID (low byte) 8
��		
6���


��#
��- Product code (high byte) Product code (high byte) )!�	������	�
��		
6���


��#
��0 Product code (low byte) Product code (low byte) 8
��		
6���


��#
��1 Product name length Product name length )!�	����2�7�9�7�:�&���5�!6
��		
6���


��#
��2 Product name 1st character Product name 1st character 8
��		
6���


��#
��3 Product name 2st character Product name 2st character 8

::: ... ... 8
��		
6���


��#
��� Product name last character Product name last character 8
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Command initiator Application

Command number 0083h
Fragmented No
Extended Header data -

Message data Unique number provided by HMS
Response message The response indicates if the command was accepted.
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Command initiator Application

Command number 0084h
Fragmented No
Extended Header data -

Message data Offset and length of the attributes to map
Response message The response indicates if the command was accepted.
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Command initiator Application

Command number 0085h
Fragmented No
Extended Header data -

Message data Offset and length of the attributes to map
Response message The response indicates if the command was accepted.
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Command initiator Application

Command number 0086h
Fragmented No
Extended Header data -

Message data Offset and length of the instances to map
Response message The response indicates if the command was accepted.
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Command initiator Application

Command number 0087h
Fragmented No
Extended Header data -

Message data Offset and length of the instances to map
Response message The response indicates if the command was accepted.
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Command initiator Application

Command number 008Ah
Fragmented No
Extended Header data -

Message data Destination host IP address and unconnected message.
Response message The response indicates if the command was accepted.
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�7
������������ 0E50h 0E50h %����2����2��)���� � �!	"
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault Information
%


��#
��+�;���)�"��(�/��	
< 01h (Get_Attribute_All) 81h ����$���!�
����$���!����

%


��#
����;(�/��	
��

��A��6
�< 02h (2 words) 00h �!���!3�	"

%


��#
��-�;��6&��
��#*�< 20ha 00h ��2�!���
�����

%


��#
��0�;��6&��
�%


< 01h (Class #1) 00h $		����2���
�����

%


��#
��1�;��6&��
��#*�< 24hb 01h ,�2	�!��%��*
+"

%


��#
��2�;��6&��
�%


< 01h (Instance #1) 00h ,�2	�!��%���
+"

a. Segment Type = Logical Segment
Logical Type = Class ID
Logical Format = 8bit Logical Address

b. Segment Type = Logical Segment
Logical Type = Instance ID
Logical Format = 8bit Logical Address.

0Ch )!�	����������*
+"
00h )!�	�����������
+"
3Ah �)!�	������	���*
+"
00h )!�	������	����
+"
01h ,�!���2����4�!"
21h ,�!���2����2�!"
30h 
�������*
+"
00h 
��������
+"
63h 
�!����2�6��*
+"
1Eh 
�!����2�6
12h 
�!����2�6
00h 
�!����2�6���
+"

0Bh (11) )!�	������7��*�2��5
31h (‘1’) )!�	������7���5�!�@�
37h (‘7’) )!�	������7���5�!�@�
35h (‘5’) )!�	������7���5�!�@&
36h (‘6’) )!�	������7���5�!�@.
2Dh (‘-’) )!�	������7���5�!�@<
45h (‘E’) )!�	������7���5�!�@�
4Eh (‘N’) )!�	������7���5�!�@>
42h (‘B’) )!�	������7���5�!�@-
54h (T1’) )!�	������7���5�!�@?
2Fh (‘/’) �)!�	������7���5�!�@�;
41h (‘A’) �)!�	������7���5�!�@��



   +��0+

$ !!	��E����	*$ !!<��5$���+

'��(�������

�	
�������,��
��������	�
��	������
���
�
�	�����,
��������
�3�	��.��5���������I"����!�)!�A��,
�����
 �����I�3/�"�3�D �-""JCJ�

��	��������<��
���
��6��
�
�������,����:�����	���$��
�,�
�����������	
��
�������������
����

��	��3�	��.��5���
�����9�

�	�������������	�������,��
���	�������,���������5���:�������������I"���3�	��.��5���"���
�
���
�
�����
����������
�
�!�)J���	������
���
�
��
���	����������������	�������,�<��
�������
������	����������
�	�
�	�������
�������'����,�
�������������
����
��	���6��
�
�������,����:����������	���$7����

 �&&���	���	��������	������

�
�
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Command initiator AnyBus

Command number 008Dh
Fragmented No
Extended Header data -

Message data Explicit message data

Response message
The response is the data that the explicit request message asks for (or error 
code). The response is a copy of the command data.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 008Dh 008Dh '����#�A'�
�
%


�	�=� (size) (size) %������1�

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - -
��		
6���


��#
��+ Service Request Reply Service
��		
6���


��#
��� Request Path Size (in words) Reserved (00h)

��		
6���


��#
��-
Padded EPATHa

a. Request path according to the EtherNet/IP Specification, Appendix C - ‘Data Management’

General Status
::: Size of Additional Status
:::

(optional service data)
Additional Status

��		
6���


��#
��� Response_data
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Command initiator Application

Command number 008Bh
Fragmented No
Extended Header data -

Message data Contains the class ID of the class to be registered in the module.
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 008Bh 008Bh #���
��#��*$


%


�	�=� 0002h 0002h ��
��������	������� �!	"

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


��#
��+ Class ID (high byte) Class ID (high byte)

��		
6���


��#
��� Class ID (low byte) Class ID (low byte)
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Command initiator Application

Command number 008Eh
Fragmented No
Extended Header data -

Message data Contains the class ID of the class to be deregistered in the module.
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 008Eh 008Eh %�#���
��#��*$


%


�	�=� 0002h 0002h ��
��������	������� �!	"

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


��#
��+ Class ID (high byte) Class ID (high byte)

��		
6���


��#
��� Class ID (low byte) Class ID (low byte)
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Command initiator Application

Command number 0091h
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0091h 0091h ��$+*��#�'����
%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - -
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Command initiator Application

Command number 0090h
Fragmented No
Extended Header data -

Message data Instance attributes 1,2,3,4 and 7.

Response message
The response indicates if the command was accepted. The response data is 
a copy of the command data.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0090h 0090h #���
��#�)�#�
%


�	�=� (size) (size) 
�1�����	�����2�
����

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h

>88	�
���� 0000h 0000h
�7
�����������+ - -
�7
������������ - -

�7
�����������- - -
�7
�����������0 - -
�7
�����������1 - -

�7
�����������2 - -
�7
�����������3 - -
�7
�����������4 B Fault Information

%


��#
��+ Port Type (high) Port Type (high)
%


��#
��� Port Type (low) Port Type (low)
%


��#
��- Port Number (high) Port Number (high)

%


��#
��0 Port Number (low) Port Number (low)
%


��#
��1 Port Object Size (high) Port Object Size (high)
%


��#
��2 Port Object Size (low) Port Object Size (low)

%


��#
��3
Port Object EPATH

(Padded)a
Port Object EPATH

(Padded)a
:::

%


��#
���
%


��#
���B+ Port Name Length Port Name Length
%


��#
���B� Port Name Char #1 Port Name Char #1
%


��#
���B- Port Name Char #2 Port Name Char #2

::: ... ... ���2��2��	��2�2�:������"
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��A �
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 �
�

�����
�
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%


��#
��= Port Name Char #n Port Name Char #n

%


��#
��=B+ Node address Node address
%


��#
��=B� Node address Node address

a. See EtherNet/IP Specification, Appendix C - ‘Data Management’

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0090h 0090h #���
��#�)�#�
%


�	�=� 0017h 0017h �&�
��������	���

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -

�7
�����������- - -
�7
�����������0 - -
�7
�����������1 - -

�7
�����������2 - -
�7
�����������3 - -
�7
�����������4 - Fault Information

%


��#
��+ 00h 00h )�!��������5��5"
%


��#
��� 03h 03h )�!���������� "
%


��#
��- 00h 00h )�!����7
�!��5��5"
%


��#
��0 03h 03h )�!����7
�!���� "
%


��#
��1 00h 00h )�!���
4����
�1���5��5"
%


��#
��2 02h 02h )�!���
4����
�1����� "
%


��#
��3 20h 20h )�!���
4�����)$�(
%


��#
��4 F0h F0h )�!���
4�����)$�(
%


��#
��5 24h 24h )�!���
4�����)$�(
%


��#
��+9 01h 01h )�!���
4�����)$�(
%


��#
��++ 0Ah 0Ah )�!����7��*�2��5
%


��#
��+� 43h 43h )�!��2�7�C�8�D
%


��#
��+- 6Fh 6Fh )�!��2�7�C�8�D
%


��#
��+0 6Eh 6Eh )�!��2�7�C�82D
%


��#
��+1 74h 74h )�!��2�7�C�8�D
%


��#
��+2 72h 72h )�!��2�7�C�8!D
%


��#
��+3 6Fh 6Fh )�!��2�7�C�8�D
%


��#
��+4 6Ch 6Ch )�!��2�7�C�8�D
%


��#
��+5 4Eh 4Eh )�!��2�7�C�8�D
%


��#
���9 65h 65h )�!��2�7�C�8�D
%


��#
���+ 74h 74h )�!��2�7�C�8�D
%


��#
���� 03h 03h )�!��������3��2�	��E�&
%


��#
���- 08h 08h �2���2�!������E�-
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[Port]
Port1 =

TCP, $ Port type
“TCP/IP”, $ Port name
“20 F5 24 01”, $ Path to object supporting this port
2; $ Port number

Port2 =
ControlNet, $ Port type
“ControlNet”, $ Port name
“20 F0 24 01”, $ Path to object supporting this port
3; $ Port number
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Command initiator AnyBus

Command number 008Fh
Fragmented No
Extended Header data -

Message data The unconnected send message received by the module
Response message The application shall respond with the data returned by the target device.
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��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 008Fh 008Fh #�'���#�A'�
�
%


�	�=� (size) (size) %�����1�

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - -
��		
6���


��#
��+ Transaction ID (low)
��		
6���


��#
��� Transaction ID (high) 
����������!����2��C

Priority / Time tick Transaction ID (low) (�	*��	���


��#
��+
Time-out ticks Transaction ID (high) (�	*��	���


��#
���

Msg. req. size (low) General Status = 00h

Msg. req. size (high) 00h (Reserved)
Service Code

Service Response Data
Request Path Size (�	*��	���


��#
���

Req. Path (Padded EPATH)

Request Data
'2�����������!����2��C

Transaction ID (low) (�	*��	���


��#
��+
Transaction ID (high) (�	*��	���


��#
���

00h (PAD)
(Only if Msg.req.size is odd)

General Status = 00h
Size of additional status

Route Path Size
Additional status

00h (reserved)
��		
6���


�#
��� Route Path Remaining path size (�	*��	���


��#
���

Message Request
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Command initiator Application

Command number 0092h
Fragmented No
Extended Header data -

Message data Notification type
Response message The response indicates if the data was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0092h 0092h ��$+*���%�#�
��������F
%


�	�=� 0001h 0001h ��
�������	���

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - -
��		
6��%


�#
� Notify type Notify type �
���
��� "
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Command initiator AnyBus

Command number 0093h
Fragmented No
Extended Header data -

Message data Type of reset
Response message The response indicates if the data was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0093h 0093h �%�#�
��������F
%


�	�=� 0001h 0001h ��
�������	���

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - -
��		
6��%


�#
� Reset Type Reset Type �
���
��� "
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Command initiator Application

Command number 0095h
Fragmented No
Extended Header data -

Message data -

Response message
The response indicates if the data was accepted. The response contains the 
type of reset.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0095h 0095h �����%�#�
���)$#$�
%


�	�=� 0000h 0001h

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - -
Reset Type (�	*��	��%


�#
�



   +��1-

 ���	%@/	������	* /.F<%/<��
�$�+

'��(�������

2	�
��	
�������,��
����
������	��������<��	���
���������$'����

��	����

���
�
���9������
5�����	������

��
������
���������	�������$���
�������������	�����-�������'�

����
������	����������5%������

 �&&���	���	��������	������

�
�
&�
�� %�	"��*
���
Command initiator Application

Command number 0094h
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the data was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0094h 0094h ��)F����
�$�'

%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - -
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Command initiator Application

Command number 000Ah
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 000Ah 000Ah %�
$+*����(�#�����)
%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
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������,��'?

�
����7���&&
�� %�	"��*
��� �
6�
Socket non-blocking
(SOCKET_NB)

Creates a socket in non-blocking mode. 12-56

Socket blocking
(SOCKET_B)

Creates a socket in blocking mode. 12-57

Listen
(LISTEN)

Starts listen on a socket for incoming connections. 12-58

Accept
(ACCEPT)

Accepts connections for sockets in blocking mode. 12-59

Connect
(CONNECT)

Tries to connect a socket to a client. 12-60

Send
(SEND)

Sends a message to a connected socket. 12-62

Receive
(RECEIVE)

Receives a message form a connected socket. 12-63

Send To
(SEND_TO)

Sends a message to an unconnected UDP socket to a specified 
host.

12-64

Receive From
(RECV_FROM)

Receives a message from an unconnected UDP socket. 12-65

Close
(CLOSE)

Closes a socket (and connection). 12-66

Send Fragment
(SEND_FRAG)

Sends a fragment of a message with a total maximum size of 4096 
bytes.

12-67

Receive Fragment
(RECV_FRAG)

Receives a fragment of a message with a total maximum size of 
4096 bytes.

12-69

Send Fragment To
(SEND_FRAG_TO)

Sends a fragment of a message with a total maximum size of 4096 
bytes to an unconnected UDP socket.

12-71

Receive Fragment From
(RECV_FRAG_FROM)

Receives a fragment of a message with a total maximum size of 
4096 bytes from an unconnected UDP socket.

12-72
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Command initiator Application

Command number 0040h
Fragmented No
Extended Header data -

Message data The socket type (TCP or UDP) and the port number to bind the socket to.
Response message The response indicates if the command was accepted.

The response indicates which socket descriptor that is used and the port 
number the socket is associated to.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0040h 0040h 
��G����+
%


�	�=� 0004h 0004h .�
��������	������� �!	�"

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
��		
6���


�����+ Socket type Socket descriptor
��		
6���


������ Port number Port number

$
��� ��"��
�
#*�
0001h TCP socket
0002h UDP socket
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Command initiator Application

Command number 003Fh
Fragmented No
Extended Header data -

Message data The socket type (TCP or UDP) and the port number to bind the socket to.
Response message The response indicates if the command was accepted.

The response indicates which socket descriptor that is used and the port 
number the socket is associated to.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 003Fh 003Fh 
��G���+
%


�	�=� 0004h 0004h .�
��������	������� �!	�"

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
��		
6���


�����+ Socket type Socket descriptor
��		
6���


������ Port number Port number

$
��� ��"��
�
#*�
0001h TCP socket
0002h UDP socket
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Command initiator Application
Command number 0041h

Fragmented No
Extended Header data Contains the descriptor of the socket this command is affective for.
Message data -

Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0041h 0041h *�
���
%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ Socket descriptor Socket descriptor

�7
������������ Reserveda

a.Reserved - Must be set to 0000h

-

�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information
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Command initiator Application

Command number 0050h
Fragmented No
Extended Header data Contains the descriptor of the socket this command is affective for.

Message data -
Response message The response indicates if the command was accepted.

The newly received socket descriptor will be present in the response.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0050h 0050h $���)�
%


�	�=� 0000h 0002h

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ Socket descriptor Socket Descriptor

�7
������������ Reserveda

a.Reserved - must be set to 0000h

Local Port No.

�7
�����������- - Host Port No.

�7
�����������0 - Host IP-address word 1
�7
�����������1 - Host IP-address word 2
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

New socket descriptor (�	*��	���


����
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Command initiator Application
Command number 0042h

Fragmented No
Extended Header data Contains the descriptor of the socket this command is affective for.
Message data Contains IP-address and Port number to connect to.

Response message The response indicates if the command was accepted.
The newly received socket descriptor will be present in the response.
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6 �	������	��=��
����	*��,;�����	����	����%��	�����-

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0042h 0042h �������
%


�	�=� 0006h 0006h ��
��������	�����&� �!	�"

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ Socket descriptor Socket Descriptor

�7
������������ Reserveda

a.Reserved - must be set to 0000h

Connection result

�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


������+ IP address (high) IP address (high)

��		
6���


������� IP address (low) IP address (low)
��		
6���


������- Port number Port number

���� �


�	
0003h Connected

0004h Connection Refused
0005h Connection Timeout
0006h Connection Failed
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Command initiator Application
Command number 0043h

Fragmented No
Extended Header data Contains the docket descriptor of the socket this command is affective for.
Message data Contains the data to send.

Response message The response indicates if the command was accepted.
The response data is the sent data.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0043h 0043h 
��%
%


�	�=� (size) (size) ��:6��<��
����

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ Socket descriptor Socket Descriptor

�7
������������ Reserveda

a.Reserved - must be set to 0000h

-

�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
��		
6���


 Data to send Sent data
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Command initiator Application
Command number 0044h

Fragmented No
Extended Header data Contains the descriptor of the socket this command is affective for and how 

many bytes to receive.
Message data -
Response message The response indicates if the command was accepted.

The response data is the data that was read from the connection.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0044h 0044h #��,
%


�	�=� 0000h (size) ��:�7�7��<��
����

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h

>88	�
���� 0000h 0000h
�7
�����������+ Socket descriptor Socket Descriptor
�7
������������ Data size (in bytes) -

�7
�����������- - -
�7
�����������0 - -
�7
�����������1 - -

�7
�����������2 - -
�7
�����������3 - -
�7
�����������4 - Fault information

Received data (�	*��	���
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Command initiator Application

Command number 0045h
Fragmented No
Extended Header data Contains the socket descriptor this command is affective for and the destina-

tion IP-address and port number to send to.
Message data Contains the data to send.

Response message The response indicates if the command was accepted.
The response data is the sent data.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0045h 0045h 
��%���
%


�	�=� (size) (size) ��:�7�7��<��
����

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ Socket descriptor Socket descriptor

�7
������������ IP-address (high) IP-address (high) %����2����2��)��		!���
�7
�����������- IP-address (low) IP-address (low)
�7
�����������0 Port number Port number )�!��2�7
�!

�7
�����������1 Reserveda

a.Reserved - must be set to 0000h

-

�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
��		
6���


 Data to send Sent data
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�
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Command initiator Application
Command number 0046h

Fragmented No
Extended Header data Contains the descriptor of the socket this command is affective for and how 

many bytes to receive.
Message data -
Response message Address information about the sender is returned in the extended header 

area of the response. The response data is the received data.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0046h 0046h #��,��#��
%


�	�=� 0000h (size) ��:�7�7��<��
����

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h

>88	�
���� 0000h 0000h
�7
�����������+ Socket descriptor Socket descriptor
�7
������������ Receive data size IP address (high) 
�2	�!���)B�		!���

�7
�����������- Reserveda

a.Reserved - must be set to 0000h

IP address (low)

�7
�����������0 - Port number 
�2	�!���!��2�7
�!
�7
�����������1 - -

�7
�����������2 - -
�7
�����������3 - -
�7
�����������4 - Fault information

Received data (�	*��	���
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Command initiator Application
Command number 0047h
Fragmented No

Extended Header data Contains the descriptor of the socket this command is affective for.
Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0047h 0047h �*�
�
%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ Socket descriptor Socket descriptor

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
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Command initiator Application
Command number 005Eh

Fragmented Yes
Extended Header data Contains the socket descriptor of the socket this command is affective for 

and the fragment type.
Message data Contains the data to send.
Response message The response data is the sent data.
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 �&&���	���	��������	������

6  ��%!����
����?��
�

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 005Eh 005Eh 
��%��#$�
%


�	�=� (size) (size) ��:6��<��
����=�!��7�2�

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ Socket descriptor Socket descriptor
�7
������������ Fragment type Fragment type 
���
��� 

�7
�����������- Reserveda

a.Reserved - must be set to 0000h

No. of sent bytes ��2����2�������!��7�2�"

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


 Data to send Sent data

$
��� %�	"��*
���
0000h First fragment of a new message
0001h Subsequent fragment of the message
0002h Last fragment of the message. When this fragment is sent the entire message will be 

sent to the socket.
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Command initiator Application
Command number 005Fh

Fragmented Yes
Extended Header data Contains the descriptor of the socket this command is affective for, the data 

size to be receive from the network buffers in the module and the fragment 
type.
The response contains the number of remaining bytes to read.

Message data -

Response message The response contains the received data.
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 �&&���	���	��������	������

6  ��%!����
����?��
�

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 005Fh 005Fh #��,��#$�
%


�	�=� 0000h (size) ��:6��<��
����=�!��7�2�

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ Socket descriptor Socket Descriptor
�7
������������ Fragment type Fragment type 
���
��� 

�7
�����������- Receive data sizea

a.The receive data size is only used if the Fragment type = 0000h

Bytes remaining

�7
�����������0 Reservedb

b.Reserved - must be set to 0000h

-

�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

Received data (�	*��	���




$
��� %�	"��*
���
0000h Receive first fragment of a new message. This receives a new message from the net-

work. Any unread fragments from earlier received datagrams will be overwritten.
0001h Receive the next fragment of the message.
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Command initiator Application

Command number 005Ch
Fragmented Yes
Extended Header data Contains the descriptor of the socket this command is affective for, the desti-

nation IP address, port number, and fragment type
Message data Contains the data to send.

Response message The response indicates if the command was accepted.
The response data is the data that was sent.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 005Ch 005Ch 
��%��#$����
%


�	�=� (size) (size) ��:6��<��
����=�!��7�2�

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ Socket descriptor Socket Descriptor

�7
������������ Fragment type Fragment type 
���
��� 

�7
�����������- IP-address (high)a

a. IP-address and Port Number shall only be given in the first fragment.

IP-address (high)a %����2����2��)��		!���

�7
�����������0 IP-address (low)a IP-address (low)a

�7
�����������1 Port numbera Port numbera %����2����2�)�!��2�7
�!

�7
�����������2 Reservedb

b.Reserved - must be set to 0000h

No. of sent bytes ��2����2�������!��7�2�"

�7
�����������3 - -

�7
�����������4 - Fault information
��		
6���


 Data to send Sent data

$
��� %�	"��*
���
0000h First fragment of a new message.
0001h Subsequent fragment of the message

0002h Last fragment of the message. When this fragment is sent the entire message will be 
sent to the socket.
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Command initiator Application
Command number 005Dh

Fragmented Yes
Extended Header data Socket descriptor, how many bytes to receive from the network buffers in the 

module, and the fragment type.
Message data -
Response message The response indicates if the command was accepted. Address information 

about the sender is returned in the extended header of the response.
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 �&&���	���	��������	������

6  ��%!����
����?��
�

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 005Dh 005Dh #��,��#$���#��
%


�	�=� 0000h (size) ��:6��<��
����=�!��7�2�

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ Socket descriptor Socket Descriptor
�7
������������ Fragment type Fragment type
�7
�����������- Receive data size Bytes remaining

�7
�����������0 Reserveda

a.Reserved - must be set to 0000h

IP-address (high) �5����2	�!���)��		!���

�7
�����������1 - IP-address (low)
�7
�����������2 - Port number �5����2	�!����!��2�7
�!
�7
�����������3 - -
�7
�����������4 - Fault information

Received data (�	*��	���




$
��� %�	"��*
���
0000h Receive first fragment of a new message. This receives a new message from the net-

work. Any unread fragments from earlier received datagrams will be overwritten.

0001h Receive the next fragment of the message.
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Open File
(FILE_OPEN)

Open a file for reading, writing, or appending. 12-75

Close File
(FILE_CLOSE)

Close a file previously opened using FILE_OPEN 12-77

Read File
(FILE_READ)

Read data from a file 12-78

Write File
(FILE_WRITE)

Write data to a file. Depending on how the file was opened, data is 
either overwritten or added to the end of the file.

12-79

Delete File
(FILE_DELETE)

Delete a file 12-80

Move File
(FILE_MOVE)

Moves a file 12-81

Rename File
(FILE_RENAME)

Rename a file 12-82

Copy File
(FILE_COPY)

Copy a file 12-83

Create Directory
(DIR_CREATE)

Create a new directory 12-84

Delete Directory
(DIR_DELETE)

Delete an empty directory 12-85

Open Directory
(DIR_OPEN)

Open a directory 12-86

Read Directory
(DIR_READ)

Read contents of a directory previously opened using DIR_OPEN 12-87

Close Directory
(DIR_OPEN)

Close a directory previously opened using DIR_OPEN 12-88

Disable Virtual File System
(VFS_DISABLE)

Disable the virtual file system 12-89

Create RAM disc
(CREATE_RAM_DISC)

Mounts the RAM disc into a specified directory in the file system. 12-90
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Command initiator Application

Command number 0060h
Fragmented No
Extended Header data Mode (Read, Write or Append)

Message data Name and path to the file to open (NULL terminated)
Response message The response indicates if the command was accepted. The response con-

tains a file descriptor that shall be used for any further operations on the file.
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6 �	*��?��
�

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0060h 0060h ��*���)��
%


�	�=� (size) 0004h

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ Mode, see below File size (high)
�7
������������ - File size (low)
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


 path + filename + NULL File descriptor (high) (�	*��	���


������+
File descriptor (low) (�	*��	���


�������

$
��� ����
0000h Open a file in read mode
0001h Open a file in write mode

0002h Open a file in append mode
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Command initiator Application

Command number 0061h
Fragmented No
Extended Header data File descriptor of the file to close

Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0061h 0061h ��*���*�
�
%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h

>88	�
���� 0000h 0000h
�7
�����������+ File descriptor (high) File descriptor (high)
�7
������������ File descriptor (low) File descriptor (low)

�7
�����������- - File size (high)
�7
�����������0 - File size (low)
�7
�����������1 - -

�7
�����������2 - -
�7
�����������3 - -
�7
�����������4 - Fault information
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Command initiator Application

Command number 0062h
Fragmented No
Extended Header data File descriptor and number of bytes to read

Message data -
Response message The response indicates if the command was accepted. The read data is 

returned in the response data field.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0062h 0062h ��*��#�$%
%


�	�=� 0000h (size) +�����!��	

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ File descriptor (high) File descriptor (high)
�7
������������ File descriptor (low) File descriptor (low)
�7
�����������-  Number of bytes to read Number of requested bytes ��:�7�7��<��
����6
�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

File data (�	*��	���
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Command initiator Application

Command number 0063h
Fragmented No
Extended Header data File descriptor of the destination file

Message data Data to write
Response message A ‘Data size’ value of 0 (zero) indicates that the command was unsuccessful, 

possibly due to a faulty descriptor, or that the module has run out of storage.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0063h 0063h ��*��/#���
%


�	�=� (number of bytes to write) (number of written bytes) ��:6��<��
����

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ File descriptor (high) File descriptor (high)
�7
������������ File descriptor (low) File descriptor (low)
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


 Data to write Written data
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Command initiator Application

Command number 0064h
Fragmented No
Extended Header data -

Message data Name and path to the file to delete (NULL terminated)
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0064h 0064h ��*��%�*���
%


�	�=� (size) (size) ��:�7�7��<��
����

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h

>88	�
���� 0000h 0000h
�7
�����������+ - -
�7
������������ - -

�7
�����������- - -
�7
�����������0 - -
�7
�����������1 - -

�7
�����������2 - -
�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


 Path + filename + NULL Path + filename + NULL
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Command initiator Application

Command number 0065h
Fragmented No
Extended Header data -

Message data Name + Path of source and destination, both NULL terminated
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0065h 0065h ��*����,�
%


�	�=� (size) (size) 
�1��������5���!�2��

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���



sourcepath + sourcefile + 

NULL
sourcepath + sourcefile + 

NULL
destpath + NULL destpath + NULL
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Command initiator Application

Command number 0066h
Fragmented No
Extended Header data -

Message data Name + Path of source and destination, both NULL terminated
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0066h 0066h ��*��#��$��
%


�	�=� (size) (size) 
�1��������5���!�2��

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


 path + old filename + NULL path + old filename + NULL

path + new filename + NULL path + new filename + NULL
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Command initiator Application

Command number 0067h
Fragmented No
Extended Header data -

Message data Name + Path of source and destination, both NULL terminated
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0067h 0067h ��*����)F
%


�	�=� (size) (size) 
�1��������5���!�2��

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


 path + sourcefile + NULL path + sourcefile + NULL

path + dest.file + NULL path + dest.file + NULL
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Command initiator Application

Command number 0068h
Fragmented No
Extended Header data -

Message data Object name and path of the directory, NULL terminated
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0068h 0068h %�#��#�$��
%


�	�=� (size) (size) 
�1��������5���!�2�

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


 path + object name + NULL path + object name + NULL
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Command initiator Application

Command number 0069h
Fragmented No
Extended Header data -

Message data Object name and path of the directory, NULL terminated
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0069h 0069h %�#�%�*���
%


�	�=� (size) (size) 
�1��������5���!�2�

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information
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6���


 path + object name + NULL path + object name + NULL
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Command initiator Application

Command number 006Ah
Fragmented No
Extended Header data -

Message data Object name and path of the directory, NULL terminated
Response message The response indicates if the command was accepted. If the command suc-

ceeded, the response contains a 4 byte descriptor that should be used on all 
further operations on the directory.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 006Ah 006Ah %�#��)��
%


�	�=� (size) 0004h

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h

>88	�
���� 0000h 0000h
�7
�����������+ - -
�7
������������ - -

�7
�����������- - -
�7
�����������0 - -
�7
�����������1 - -

�7
�����������2 - -
�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


 path + object name + NULL descriptor (high) (�	*��	���


������+
descriptor (low) (�	*��	���


�������
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6 ;�@���� ��%�

�
�
&�
�� %�	"��*
���
Command initiator Application

Command number 006Bh
Fragmented No
Extended Header data Directory descriptor 

Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 006Bh 006Bh %�#�#�$%
%


�	�=� 0000h (size)

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ descriptor (high) descriptor (high) �
���%�#��)��"
�7
������������ descriptor (low) descriptor (low)
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

Size of objects
(long)

(�	*��	���


��#
��+
(�	*��	���


��#
���
(�	*��	���


��#
��-
(�	*��	���


��#
��0

Object flags (�	*��	���


��#
��1
Object name + NULL (�	*��	���


��#
��2�:::��

�3 �2 �1 �0 �- �� �+ �9
(reserved) SYS H RO DIR

��
 %�	"��*
��� ��
 %�	"��*
���
DIR Object is a directory H Object is hidden
RO Object is read only SYS Object is a system object
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 �&&���	���	��������	������

�
�
&�
�� %�	"��*
���
Command initiator Application

Command number 006Ch
Fragmented No
Extended Header data Directory descriptor 

Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 006Ch 006Ch %�#��*�
�
%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ descriptor (high) descriptor (high) �
���%�#��)��"
�7
������������ descriptor (low) descriptor (low)
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information
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�
�
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�� %�	"��*
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Command initiator Application

Command number 0011h
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0011h 0011h %�
$+*��,�

%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - -
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Command initiator Application

Command number 0018h
Fragmented No
Extended Header data -

Message data String containing RAM disc location, null terminated
Response message The response indicates if the command was accepted. The command will fail 

if the passed directory is not empty.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0018h 0018h �#�$���#$��%�
�
%


�	�=� (size) (size) *�2��5������!�2���2�
����

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - -
��		
6���


 Path + NULL Path + NULL



   +��5+

/����	 �&&����

 ����
���

��	
������,��'?

�
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�� %�	"��*
��� �
6�
Alter LNK and ACT Led Functionality
(ALT_LNK_ACT_LEDS)

Alter the behaviour of the Link and Activity LEDs. 12-92

Alter Module Status LED Functionality
(ALT_MS_LED_FUNCTION)

Alter the behaviour of the Module Status LED 12-93

Alter Network Status LED Functionality
(ALT_NS_LED_FUNCTION)

Alter the behaviour of the Network Status LED 12-94

Get DIP Switch
GET_DIP_SWITCH

Returns the setting of the onboard DIP switch 12-95

DNS Request
(DNS_REQUEST)

Asks the configured DNS server for the IP address of a speci-
fied host

12-96

Global Administration Mode
(GLOBAL_ADMIN_MODE)

Instruct the module to run in global administration mode
12-97

Send Email
(SEND_EMAIL)

Sends an email message to a specified recipient
12-98
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�
�
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�� %�	"��*
���
Command initiator Application

Command number 0017h
Fragmented No
Extended Header data -

Message data LED function
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0017h 0017h $*��*�G�$���*�%

%


�	�=� 0001h 0001h ��	����
���

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h

>88	�
���� 0000h 0000h
�7
�����������+ - -
�7
������������ - -

�7
�����������- - -
�7
�����������0 - -
�7
�����������1 - -

�7
�����������2 - -
�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


�#
��+ LED configuration LED configuration

$
��� %�	"��*
���
01h Led configuration 1 (Led 1 = Link, Led 4 = Activity)
02h Led configuration 2 (Led 1 = Link/Activity, Led 4 = Disabled)
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6 7�4��	���%
����	�������'��
�

�
�
&�
�� %�	"��*
���
Command initiator Application

Command number 000Ch
Fragmented No
Extended Header data -

Message data LED function
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 000Ch 000Ch $*���
�*�%��'������
%


�	�=� 0001h 0001h ��	����
���

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h

>88	�
���� 0000h 0000h
�7
�����������+ - -
�7
������������ - -

�7
�����������- - -
�7
�����������0 - -
�7
�����������1 - -

�7
�����������2 - -
�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


�#
��+ LED configuration LED configuration

$
��� %�	"��*
���
01h Led configuration 1
02h Led configuration 2

03h Led configuration 3
04h Led configuration 4 (Disable)



   +��50


����	3��#��2	������	)�'	���(���������	*
)�<3�<)�'<�$3 �%/3+

'��(�������

�	
����
��
�
��	�
,���	��$�	��
��������	��.�����9�"�������3��������

,������&�A"�������
�
������C�

#	��5��	
�������
����
��
�'�$����
�����

,��������


�
��
���
�
�

 �&&���	���	��������	������

6 7�4��	���%
����	�������'��
�

�
�
&�
�� %�	"��*
���
Command initiator Application

Command number 000Dh
Fragmented No
Extended Header data -

Message data LED function
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 000Dh 000Dh $*���
�*�%��'������
%


�	�=� 0001h 0001h ��	����
���

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - Fault information

��		
6���


�#
��+ LED configuration LED configuration

$
��� %�	"��*
���
01h Led configuration 1
02h Led configuration 2
03h Led configuration 3
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�
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Command initiator Application

Command number 0012h
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the command was accepted. The response data 

contains the DIP switch setting.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0012h 0012h ����%�)�
/���(
%


�	�=� 0000h 0001h ��	����
���

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -

�7
������������ - -
�7
�����������- - -
�7
�����������0 - -

�7
�����������1 - -
�7
�����������2 - -
�7
�����������3 - -

�7
�����������4 - Fault information
Switch Value (�	*��	���


�#
�

�3 �2 �1 �0 �- �� �+ �9
Switch 1 Switch 2 Switch 3 Switch 4 Switch 5 Switch 6 Switch 7 Switch 8
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�
�
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Command initiator Application

Command number 0030h
Fragmented No
Extended Header data -

Message data Hostname and Domain name, NULL terminated
Response message The response indicates if the command was accepted. The response data 

contains the IP number if successful. If the host cannot be found, the 
returned IP address will be 0.0.0.0.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0030h 0030h %�
�#�A'�
�
%


�	�=� (size) 0004h

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h

>88	�
���� 0000h 0000h
�7
�����������+ - -
�7
������������ - -

�7
�����������- - -
�7
�����������0 - -
�7
�����������1 - -

�7
�����������2 - -
�7
�����������3 - -
�7
�����������4 - -

��		
6���


 Host name + NULL IP number of host (�	*��	���


�#
�
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Command initiator Application

Command number 000Bh
Fragmented No
Extended Header data -

Message data -
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 000Bh 000Bh �*�+$*�$%������%�
%


�	�=� 0000h 0000h

!�
&��"���
 0001h 0001h

!�
&����&��� 0001h 0001h
>88	�
���6� 0000h 0000h
>88	�
���� 0000h 0000h

�7
�����������+ - -
�7
������������ - -
�7
�����������- - -

�7
�����������0 - -
�7
�����������1 - -
�7
�����������2 - -

�7
�����������3 - -
�7
�����������4 - -
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��������
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��)���
? �����,��$��'�

 �&&���	���	��������	������
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Command initiator Application

Command number 0070h
Fragmented Yes
Extended Header data -

Message data The senders and recipients email addresses + subject and message body
Response message The response indicates if the command was accepted.

��&&
�� �7*�"
�����	*��	�
��		
6���% (ID) (ID)

��		
6����8��&

��� 4002h 0002h ����	
���
���������������
��&&
�� 0070h 0070h 
��%���$�*
%


�	�=� (fragment size) (fragment size) ��:6��<��
�����=��!��7�2�

!�
&��"���
 0001h 0001h
!�
&����&��� 0001h 0001h

>88	�
���6� 0000h 0000h

>88	�
���� 0000h 0000h
�7
�����������+ Fragment Type -
�7
������������ - -

�7
�����������- - -
�7
�����������0 - -
�7
�����������1 - -

�7
�����������2 - -
�7
�����������3 - SMTP Error �*�����!��7�2���2��"
�7
�����������4 - Fault information

��		
6���


 (fragment data) (fragment data)

$
��� %�	"��*
���
0000h First fragment. (Recipient)
0001h Subsequent fragment. (Sender, Subject, Message body)

0002h Last fragment. (Message body)
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640h - 64Bh Socket Status (Descriptor 0) RO

64Ch - 657h Socket Status (Descriptor 1) RO

658h - 663h Socket Status (Descriptor 2) RO

664h - 66Fh Socket Status (Descriptor 3) RO

670h - 67Bh Socket Status (Descriptor 4) RO

67Ch - 677h Socket Status (Descriptor 5) RO

688h - 693h Socket Status (Descriptor 6) RO

694h - 69Fh Socket Status (Descriptor 7) RO

6A0h - 6ABh Socket Status (Descriptor 8) RO

6ACh - 6B7h Socket Status (Descriptor 9) RO

6B8h - 6C3h Socket Status (Descriptor 10) RO

6C4h - 6CFh Socket Status (Descriptor 11) RO

6D0h - 6DBh Socket Status (Descriptor 12) RO

6DCh - 6E7h Socket Status (Descriptor 13) RO

6E8h - 6F3h Socket Status (Descriptor 14) RO

6F4h - 6FFh Socket Status (Descriptor 15) RO

700h - 7A7h Reserved -

7B0h - 7B1h EtherNet/IP Connection Status RO

7B1h - 7FFh Reserved -
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000h Socket Type Byte
001h Socket Status Byte

002h - 003h Socket Information Word

004h - 005h Local Port Number Word
006h - 007h Host Port Number Word
008h - 00Bh Host IP Address Long
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00h No active socket (free to use)

01h TCP socket
02h UDP socket
03h - FFh (reserved)

$
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00h Not active
01h Listening

02h Connecting
03h Connected
04h Connection refused

05h Connection timed out
06h Connection failed
07h - FFh (reserved)

�+1 �+0 �+- �+� �++ �+9 �5 �4 �3 �2 �1 �0 �- �� �+ �9
(reserved) DA
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DA 0: Data Not Available

1: Data Available
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(reserved) Status

7B0h (MSB) 7B1h (LSB)
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00h No connection
01h Connected
02h Connection time out
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0082h ABS-EIT-2 (10/100Mbit, Modbus/TCP, IT Functionality)

0083h ABS-EIP-2 (10/100Mbit, Modbus/TCP, EtherNet/IP, IT Functionality)
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1 TD+
2 TD-
3 RD+

4 Termination
5 Termination
6 RD-

7 Termination
8 Termination

��� ��6�
�
1 GND
2 Termination (Connected to RJ45 pin 4 and 5)

3 Termination (Connected to RJ45 pin 4 and 5)
4 NC

5 TD+
6 TD-
7 RD+

8 Termination (Connected to RJ45 pin 7 and 8)
9 RD-
10 Termination (Connected to RJ45 pin 7 and 8)

1 8

10

1
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